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The information contained herein is subject to change without notice.

When using LAPIS Technology Products, refer to the latest product information (data sheets, user’s manuals, application
notes, etc.), and ensure that usage conditions (absolute maximum ratings, recommended operating conditions, etc.) are
within the ranges specified. LAPIS Technology disclaims any and all liability for any malfunctions, failure or accident
arising out of or in connection with the use of LAPIS Technology Products outside of such usage conditions specified
ranges, or without observing precautions. Even if it is used within such usage conditions specified ranges, semiconductors
can break down and malfunction due to various factors. Therefore, in order to prevent personal injury, fire or the other
damage from break down or malfunction of LAPIS Technology Products, please take safety at your own risk measures such
as complying with the derating characteristics, implementing redundant and fire prevention designs, and utilizing backups
and fail-safe procedures. You are responsible for evaluating the safety of the final products or systems manufactured by
you.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the standard
operation of semiconductor products and application examples. You are fully responsible for the incorporation or any other
use of the circuits, software, and information in the design of your product or system. And the peripheral conditions must be
taken into account when designing circuits for mass production. LAPIS Technology disclaims any and all liability for any
losses and damages incurred by you or third parties arising from the use of these circuits, software, and other related
information.

No license, expressly or implied, is granted hereby under any intellectual property rights or other rights of LAPIS
Technology or any third party with respect to LAPIS Technology Products or the information contained in this document
(including but not limited to, the Product data, drawings, charts, programs, algorithms, and application examples, etc.).
Therefore LAPIS Technology shall have no responsibility whatsoever for any dispute, concerning such rights owned by
third parties, arising out of the use of such technical information.

The Products are intended for use in general electronic equipment (AV/OA devices, communication, consumer systems,
gaming/entertainment sets, etc.) as well as the applications indicated in this document. For use of our Products in
applications requiring a high degree of reliability (as exemplified below), please be sure to contact a LAPIS Technology
representative and must obtain written agreement: transportation equipment (cars, ships, trains, etc.), primary
communication equipment, traffic lights, fire/crime prevention, safety equipment, medical systems, servers, solar cells, and
power transmission systems, etc. LAPIS Technology disclaims any and all liability for any losses and damages incurred by
you or third parties arising by using the Product for purposes not intended by us. Do not use our Products in applications
requiring extremely high reliability, such as aerospace equipment, nuclear power control systems, and submarine repeaters,
etc.

The Products specified in this document are not designed to be radiation tolerant.

LAPIS Technology has used reasonable care to ensure the accuracy of the information contained in this document.
However, LAPIS Technology does not warrant that such information is error-free and LAPIS Technology shall have no
responsibility for any damages arising from any inaccuracy or misprint of such information.

Please use the Products in accordance with any applicable environmental laws and regulations, such as the RoHS Directive.
LAPIS Technology shall have no responsibility for any damages or losses resulting non-compliance with any applicable
laws or regulations.

When providing our Products and technologies contained in this document to other countries, you must abide by the
procedures and provisions stipulated in all applicable export laws and regulations, including without limitation the US
Export Administration Regulations and the Foreign Exchange and Foreign Trade Act..

Please contact a ROHM sales office if you have any questions regarding the information contained in this document or
LAPIS Technology's Products.

This document, in part or in whole, may not be reprinted or reproduced without prior consent of LAPIS Technology.

(Note) “LAPIS Technology” as used in this document means LAPIS Technology Co., Ltd.

Copyright 2020 LAPIS Technology Co., Ltd.

LAPIS Technology Co., Ltd.

2-4-8 Shinyokohama, Kouhoku-ku, Yokohama 222-8575, Japan
https://www.lapis-tech.com/en/
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Introduction

This application note describes the method of using "nRF Sniffer for Bluetooth LE" of the development tool offered by

Nordic on the evaluation-kit implemented with LAPIS's Bluetooth® low energy modules: MK71521 that support
Bluetooth 5.

As well as this document, read the following provided documents as needed.

MK71511 Data Sheet

MK715x1EK1 Hardware Manual
MK715x1EK1A/MK715x1EK1AP Hardware Manual
MK715x1 Software Development Start-up Guide

Note: In this document, MK715x1 is used to indicate both MK71511 and MK71521.

- Bluetooth® is a registered trademark of Bluetooth SIG, Inc.
- Other names are generally trademarks or registered trademarks of their respective development companies.
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Notation
Category Notation Description
e Value Oxnn Represents a hexadecimal number.
Obnnnn Represents a binary number.
e Address Oxnnnn_nnnn Represents a hexadecimal number. (indicates Oxnnnnnnnn)
e Unit Word, WORD 1 word = 32 bits
Byte, BYTE 1 byte = 8 hits
Mega, M 108
Kilo, K 210=1024
Kilo, k 103 = 1000
Milli, m 103
Micro,u 10
Nano, n 107
Second, s (lowercase) Second
e Term "H" level Indicates high voltage signal levels V4 and Von as specified by
the electrical characteristics.
"L" level Indicates low voltage signal levels V. and Vo as specified by

e Register Description
Read/write attribute: R indicates read-enabled; W indicates write-enabled.
MSB: Most significant bit in an 8-bit register (memory)

LSB: Least significant bit in an 8-bit register (memory)

FEXK715x1_AN_Sniffer-02
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1. Overview

1. Overview

nRF Sniffer for Bluetooth LE can display the wireless protocol packet for Bluetooth low energy in real time and check the
wireless communication state.

The below describes Operation Environment, Setup and Operation for "nRF Sniffer for Bluetooth™ using the evaluation kit
implemented with MK71521.

Because the firmware corresponding to "nRF Sniffer for Bluetooth LE" is not prepared, MK71511 cannot be used.

1.1. System Requirements

The operation environment using "nRF Sniffer for Bluetooth LE" is shown as follows.

"nRF Sniffer for Bluetooth LE" captures the wireless communication packets between two Bluetooth low energy devices,
and displays captured data to Wireshark of the network protocol analyzer on PC.

Refer to "MK715x1EK1 Hardware Manual" or "MK715x1EK1A/MK715x1EK1AP Hardware Manual” for details of the
evaluation kit implemented of MK71521.

: nRF Sniffer for Bluetooth LE ~
S USB-Serial

MK71521 Evaluation Kit

Capture

(.

Bluetooth low energy

Bluetooh low energy Device Bluetooh low energy Device
(Central) (Peripheral)

Figure 1-1 nRF Sniffer for Bluetooth LE Operation Environment

This document is described for Windows 10. Moreover, the operation of other software is described in the following table.

Table 1-1 Software Version

Software Version
nRF Sniffer (Nordic) Version 3.0.0
Wireshark Version 3.2.1
Python Version 3.8.1

Refer to the following support site for details of these software.

nRF Sniffer (Nordic) : https://infocenter.nordicsemi.com/index.jsp?topic=%2Fug_sniffer_ble%2FUG%2Fsniffer_ble%2Fintro.html
Wireshark : https://www.wireshark.org/
Python : https://www.python.org/
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2. Setup

2. Setup

The setup procedure of the software relates to "nRF Sniffer for Bluetooth LE" is described.
PC needs to connect to internet for the following setup procedure.

2.1. Installing USB-Serial Driver

When PC and the evaluation kit implemented of MK71521 are connected, the FT232RQ driver is needed.
The FT232RQ driver corresponding to PC is installed from the following site if necessary.

URL: http://www.ftdichip.com/Drivers/D2XX.htm

2.2. Writing Sniffer Firmware for MK71521
The ZIP file of "nRF Sniffer for Bluetooth LE" is downloaded from the following site, and unzip it to one folder of PC.

URL.: https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-L E/Download#infotabs
ZIP file: nrf_sniffer_for_bluetooth_le_3.0.0_129d2b3.zip *Version 3.0.0

Next, the Hex file of the following folder is written in Flash ROM with built-in MK71521.
Refer to "2.6. Installing nRF Connect for Desktop™ of "MK715x1 Software Development Start-up Guide™ and "'3.4. Writing

Built Program” for method of writing the firmware. The writing procedure only of the application program is done without
doing the writing procedure of SoftDevice.

Folder : " \<nRF Sniffer Folder Name>\hex\"
Hex File : "sniffer_pcal0040_129d2b3.hex"

The other files in ZIP file is used at Wireshark installing.

2.3. Installing Wireshark

The installation file of Wireshark is downloaded and executed from the following site.
Complete the installation according to the procedure of the executed installer.

URL: https://www.wireshark.org/

2.4. Python Setup

The following procedure is executed, and Python is set up.

(1) Python Downloading & Installing

The installation file of Python is downloaded and executed from the following site.
Complete the installation according to the procedure of the executed installer.

URL: https://www.python.org/downloads/
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2. Setup
(2) Environment Variable Addition
A new path is added to the system environment variable according to the following operating procedure.
Operation 1: The control panel is opened by the figure below operation of the Explorer of Windows.
B[ = ThispPc - m| x
Computer View 0
“- v 4 &> ThisPC » v O D Search This PC
“ < Folders (7) "
. ~rolaers
# Quick . ;
A Step.l Right-click -
. ects Esklop
@ OneDrive ' -
v :
J 30 Objects G ‘ Downloads
I Desktop Manage
= Documents P SET b Pictures
4 Downloads Open in new window | —
J., Music Pin to Quick access
=1 Pictures &5 TortoiseSUN >
21 ii;'ns Map network drive... - _v

Disconnect network drive..,

Add a network location

Delete

Rename /
I Properties |/

Figure 2-1 Python Environment Variable Addition (1)

Step.2 Click

Operation 2: "System Properties” window is opened by the operation in the figure below.

i | System

4~ B 5 Control Panel 3 System and Security » System

Control Panel Home . . .
View basic information about your computer

& Device Manager Windows edition

& Remote settings Click Windows 10 Pro
G System protection

@ 2019 Microsoft Corporation. All rights reserved.
I!; Advanced system settings I

System

Figure 2-2 Python Environment Variable Addition (2)
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Operation 3: "Environment Variables" window is opened by the operation in the figure below.

Computear Mame

Performance

Uzer Profiles

System Properties

Hardware

Daskiop settings relatad to your sign—in

Startup and Recowery

Advanced System Protection Remote

“fou must be logged on as an Administrator to make most of these changes.

Wisual effects, processor scheduling, memory uzaee, and wirtual memory

Settings..

System startup, system failure, and debueging information

Settines..

Click — |

Environment Wariablas...

ak

Gancel Anply

Figure 2-3 Python Environment Variable Addition (3)

Operation 4: "Edit environment variable" window is opened by the operation in the figure below.

Environment Yariables

User varniables for hiro

Variable
OneDrive
Path
TEMP
TP

Value

ChUsershhiro\ Onelrive

CihUsers\hiro\AppData\Local\Microsoft\WindowsApps;
CihUsers\hiro\AppDatatiLocal\Temp
CihUsers\hiro\AppDatatiLocal\Temp

PROCESSOR_IDENTIFIER

PROCESSOR LEVEL

Intel6d Family & Model 26 Stepping 5, Genuinelntel

b

New... Edit... Delete
System variables
Variable Value 2
NUMBER_OF_PROCESSORS

Step.1 Click (Select) Mew...

Step.2 Click

Edit...

Delete

Cancel

Figure 2-4 Python Environment Variable Addition (4)
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2.
Operation 5: A new path is added to system variable by the operation in the figure below.
The command prompt needs to restart after adding a new path.
Edit environment variable
C:\Program Files (x26)\Coemmon Files\ Oracle\Java'javapath » MNew
CAWINDOWS\s Step.1 Click
: ystem32 p.
CAWINDOWS Edit
CAWINDOWS System3 2\ Whem
CHAWINDOWS\ Systern 32\ Wind owsP owerShel o 1.00 Browse...
CAWINDOWS\ System 32\ OpenSSHY
C:\Program Files (xB6)\Mordic Semiconducternrf 3 bin', Delete
Ch\Pythond?
C\Python2MScripts
C:\Program Files\NVIDIA CorporationtNVIDIA NGX Move Up
C:\Program Files\MVIDIA CorpeorationtNVIDIA NvDLISR
C\Program Files\ TortoiseSVN\kin Move Down
C\Program Files (x86)GnuWin32\bin
C:\Program Files\ Githcmd
Ch\Users\hiro\AppData' Local\Programs\Python'\Python38-32\5cripts Edit text...
Step.2 Enter new path
Step.3 Click Cancel
2-5 Python Environment Variable Addition (5)
New Path : "C:\Users\<User Folder Name>\AppData\Local\Programs\Python\Python38-32\Scripts" (Reference)

Setup

*A new path is different according to the version of Python. Referring to the above new path,
the folder path of "Pip3.exe" is confirmed after installing Python.

(3) Serial Library Addition

The serial library is added by the following command entering.
It is necessary to connect PC with the Internet when command is executed

C:\>pip install pyserial

Figure 2-6 Python Serial library addition
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2. Setup

2.5. Wireshark Setup
Wireshark is set up by the following procedures.
(1) Installing Wireshark Plug-in

The plug-in is installed to Wireshark by the following command entering.
It is necessary to connect PC with the Internet when command is executed

C:\>cd <nRF Sniffer Folder Name>\extcap

C:\Work\nRF Sniffer\extcap>pip3 install -r requirements.txt

Figure 2-7 Installing Wireshark Plug-in

(2) Wireshark setting
Wireshark is started and set by the following operating procedure.
Operation 1: Windows Start - "Wireshark™

Operation 2: Wireshark Menu "Help" - "About Wireshark" and the procedure of the following figure is done.

M About Wireshark X

Wireshark. Authors I Falders I Plugins Keyboard Shortcuts Acknowlede ments Licenze

[Filter by path Step.1 Click

Name Lecation Typical Files

"File" dialogs C¥Users¥a?60664¥0ocuments¥ capture files

Temp C¥lUsers¥a260664%A ppData¥l ocal¥Temp untitled capture files

Personal configuration C¥Users¥a?60664%AppData¥Roaming¥Wireshark dfilters, preferences, ethers, ...
Global cenfiguration  C:¥Program Files¥Wireshark dfilters, preferences, manuf, ...
System C:¥Program Files¥Wireshark ethers, ipxnets

Program C:¥Program Files¥Wireshark program files

Personal Plugins C¥Users¥a?60664¥AppData¥h, . ming¥Wireshark¥plugins¥3.4  binary plugins

Global Plugins C¥Program Files¥Wireshark¥plugins¥3.4 binary plugins

Personal Lua Plugins  C:¥Users¥a?60664%AppData¥Roaming¥Wireshark¥plugins lua scripts

Global Lua Plugins C:¥Program Files¥Wireshark¥plugins lua scripts

Personal Extcap path  C:¥Users¥a260664¥AppData¥Roaming¥Wireshark¥extca Extcap Plugins search path

Global Extcap path _E:¥Prc>c|ram Files¥\“."ireshark¥extca|:>i Extcap Plugins search path
MaxMind DB path C¥ProgramData¥GenlP MaxMind DB database search path
MaxMind DB path C:¥GeolP Step.2 Double MaxMind DB database search path
MIB/PIBE path SMI MIB/PIB search path

Step.3 Click

Figure 2-8 Wireshark Setting (open Extcap folder)
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2. Setup

Operation 3: The files in the following folder are copied (overwrite) to the related folder of Operation 2.

Copy source: files in ".\<nRF Sniffer Folder Name>\extcap"
Copy destination: Related folder of Operation 2.

Operation 4: Change to related folder of Operation 2, the following command is executed in the command prompt.

C:\>cd < Related folder path of Operation 2>

C:\Program Files\Wireshark\extcap>nrf_sniffer_ble.bat --extcap-interfaces

Figure 2-9 Wireshark Setting (Batch execution)

Operation 5: Wireshark Menu "Help" - "About Wireshark" and the procedure of the following figure is done.

M About Wireshark X

Wireshark Authors I Falders I Plugins Keyboard Shortcuts Acknowlede ments Licenze

|Filter by path Step.l Click

MName Location Typical Files

"File" dialogs C¥Users¥a?60664¥Documents¥ capture files

Temp C¥Users¥a260664%A pplata¥l ocal¥Tem untitled capture files

Personal configuration E:¥U5er5¥aZSDSS4¥A§§Data¥Roamin;¥"."‘.fireshark I dfilters, preferences, ethers, ...
Global cenfiguration TFPTOgTam FIECTTITEEnark dfilters, preferences, manuf, ...
System C:¥Program Files¥Wireshark ethers, ipxnets

Program C:¥Program Files¥Wireshark Step'z Double program files

Personal Plugins C¥Users¥a?60664¥AppData¥h, . ming¥Wireshark¥plugins¥3.4  binary plugins

Global Plugins C¥Program Files¥Wireshark¥plugins¥3.4 binary plugins

Personal Lua Plugins  C:¥Users¥a?60664%AppData¥Roaming¥Wireshark¥plugins lua scripts

Global Lua Plugins C:¥Program Files¥Wireshark¥plugins lua scripts

Personal Extcap path  C¥Users¥a260664%AppData¥foaming¥Wireshark¥extcap Extcap Plugins search path

Global Extcap path C:¥Program Files¥Wireshark¥extcap Extcap Plugins search path
MaxMind DB path C¥ProgramData¥GeolP MaxMind DB database search path
MaxMind DB path C:¥GeolP MaxMind DB database search path
MIB/PIBE path SMI MIB/PIB search path

Step.3 Click

Figure 2-10 Wireshark Setting (Open Configration Folder)

Operation 6: The files in the following folder are copied into the related folder " profiles" of Operation 5.

Copy source: "\<nRF Sniffer Folder Name>\ Profile_nRF_Sniffer_Bluetooth_LE"
Copy destination: Into related folder " profiles" of Operation 5.

FEXK715x1_AN_Sniffer-02 7
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Operation 7: Wireshark Menu "Edit" - "Configuration Profiles..." and the procedure of the following figure is done.

FEXK715x1_AN_Sniffer-02

‘ Wireshark - Configuration Profiles

|Search for profile = All profiles
Profile Type
Default Default
Bluetooth Personal
Profile_nRF_Sniffer_Bluetooth_LE Personal
Profile_nRF_Sniffer_ v2_001 Personal
Blustooth . Global
Classic Step.1 Click Global
No Reassembly Global
Step.2 Click
+ | |—| (B C.Wsm’ézmﬁwmﬂaﬁﬁaamin S fes Profile nRF Soiffer Blustocth (£

Import - Export - Cancel

Help

Figure 2-11 WiresharkSetting (Profile Setting)
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3. Operation

3. Operation

The operation method to capture the wireless communication packets for "nRF Sniffer for Bluetooth LE" is described as
follows.

(1) Connect MK71251 Evaluation-kit to PC
Prepared MK71521 evaluation kit for “nRF Sniffer for Bluetooth LE” is connected to PC.
(2) Wireshark Start-up
Wireshark is started by the following operation.
Operation: Windows Menu - "Wireshark"
(3) Selecting the Network Device
After Wireshark is started, the network device is selected by operation of the figure below (red). "COM" port number is
different by PC used.

The packet list screen is displayed after the network device is selected, and the output of the capture data is started..

M The Wireshark Network Analyzer
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

d m ® ME ] == T =
| |P.pp|y a display filter === <Citrl-s>

aaen

Interface |[COMIE  ~ Device | All advertising devices | Pazskey / QOB key

Welcome to Wireshark,
Capture

euzing this filter: | |Enter a capture filter =

"ol IUTEE 1
Wi-Fi 7
A-HF k3
o=l TU7EE 1
O-all ITUFEE"
Bluetooth Fw k-
O-Al IVFEE" 13
. Adapter for loopback traffic capture
Double Click g, typie-g
A=Rb
] @ nRF Sniffer for Bluetooth LE COM15 _I

[ T T O I A A

Figure 3-1 Select Network Device

(4) Selecting the Bluetooth low energy Device for Capturing

The Bluetooth low energy device is selected to display captured data at connecting by operating the figure below (red).
When Bluetooth low energy device (device name or device address) is not displayed in the pull-down list, the advertising
packet of the Bluetooth low energy device is captured at first.

M *nRF Sniffer for Bluetooth LE COM15
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW ® Res=fF sElEaaan
| |P||:|:|Iy a dizplay filter == <Ctrl-/>
Interface | COM15  ~ | Devicg |All advertizing devices V| Pazskey / OOB key |
Mo, Time Sourge al idgvgegigsxg]g;??i%efie;ug;ga random IIIength Delta time (s end to start) SN MEZ

“" —hf dBm 25dfad:86:51:85 randam
6313.857  Honfiaw _gs i5m ai1724c 1c6e public
632 3.862  HonHa"" -83dBm 7 30 random

633 3.066 19: k4 36 4031ps
Figure 3-2 Selecting the Bluetooth low energy Device for Capturing

™ Click (Select device for capturing)
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3. Operation
(5) Starting the Capturing
Capture is started by operating in the following figure (red).
M “nFRF Sniffer for Bluetooth LE COM15S
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
[als ce imREB Rec=FsEEaaasn
|.q |\°||:||:|Iy a digplay filter === <Ctel-s
Interface COMIE < | Device Al advertizing devices ~ | Pasgkey / OOB key | L.EN
Mo Click Source FHY Frotocal  Length Dilta time (uz end to start) Gh MESH
17 Bd:5c:8d:14:d4:28 LE 1M LE LL 37 e6@21us
12485 219.823 Bd:5c:0d:14:d44:28 LE 1M LE LL 37 162ps
13486 219.838 0d:5c:0d:14:44:28 LE 1M LE LL 37 163ps
13487 219.907 26:3a:0a:c5:8b:94 LE 1M LE LL 37 86425us
Figure 3-3 Starting the Capturing
(6) Stop the Capturing
Capture is stopped by operating in the following figure (red).
£ Capturing from nRF Sniffer for Bluetooth LE COM15
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[w]a XE Res=TFTaEEaaan
|.| |F'.|J|:n\y a display filter == <Cirl=/>
Interface |[COM1E | Device |All advertising devices ~ | Passkey / QOB key | | fidv Hop E
Mo, Click Source PHY Protocol Length Delta time (uz end to start) SN MES
Bd:5c:8d:14:d4:28 LE 1M LE LL 37 1le3ps
3881 54.891 71:85:9d:7a:93:af LE 1M LE LL 23 3883us
3882 54.891 71:85:9d:7a:93:af LE 1M LE LL 23 368ps
3883 54.186 71:85:9d:7a:93:af LE 1M LE LL 23 368ps
Figure 3-4 Stop the Capturing
(7) Saving the Captured Data
The following operation saves the captured data when the capturing is the stopped condition
Operation: Wireshark Menu "File" - "Save"
10
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