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1. #B=E

nRF Sniffer for Bluetooth LE (%, Bluetooth low energy D#EFRRIFEIE 7 nha/ D 3y, VT VEALIFKRLT,
FRIE(E DIREZ R T DT ENTEET,

LIFEIE, M71521 $5# DRt~ M FHL ., nRF Sniffer for Bluetooth LE OEIEER BT, o~ v BIE, BIEH1EE
AL ET,

i, MK71511 (. nRF Sniffer for Bluetooth LE (2%t L727 7— AV =7 N EIN TN [ TEEEA,

1.1. BhEIELEE

LLTFIZ, nRF Sniffer for Bluetooth LE %1 92 7= OENMEERBE % 7~ L £9°, nRF Sniffer for Bluetooth LE (%, 2 2™
Bluetooth low energy 7 /A AR D HEESLRAIE /v b . MKT71521 #5348 O R~ ML 0¥F+ 7 F ¥ LT, PC LD xRk
U—7 7 abhal 7 F TP —D Wireshark (2% ¥ 7 F v 7 —FE2FRLET,

MK71521 ## O FEME Y FOFEMIT . TMK715X1IEKL N—RU =7 =27 /L | £7- 1% [ MK715x1EK1A /
MK715X1EK1IAP N—RY 7 <=a7 /L | 5B L TLE S0,

: nRF Sniffer for Bluetooth LE B
: ' USB-Serial

.
.
.

Capture

(t.
Bluetooth low energy @
Bluetooh low energy Device Bluetooh low energy Device
(Central) (Peripheral)

1-1 nRF Sniffer for Bluetooth LE Bi{FIBiE

ARF 2 A b B PC O FMEIL, Windows 10 25X RICHML £ T, Fo, TOMDY 7 hy =7 DFNEIE, FRiRO
NV ERRICHIALET,

®1-1 YIRIT 1N—=D3>

YL ®&RIN—Da
nRF Sniffer (Nordic) Version 3.0.0
Wireshark Version 3.2.1
Python Version 3.8.1

BT =T OFEMIE, e d FTRROP A RS TITZENY,

nRF Sniffer (Nordic) : https://infocenter.nordicsemi.com/index.jsp?topic=%2Fug_sniffer_ble%2FUG%2Fsniffer_ble%2Fintro.html
Wireshark : https://www.wireshark.org/
Python : https://www.python.org/
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2. BrP7YTEIE

nRF Sniffer for Bluetooth LE |ZBFE 45V 7 =7 Dty N7 P EIBEZ AL ET,
LTy b7y 7 RIETE, BHEWD PCIZ, A ¥ —Ry b DR BRENSMLEIZRDET,

2.1. USB-Serial F54/\ 42 XF—JL

PC & MK71521 #5380l Mk T HE1%, FT232RQ DR TA /NN MLEEIZ/2D £9,
PBEZSEC T, FRRDP ALY, BEWVO PC 1TkHT 5 FT232RQ DR T AN\ &AL Ah—/LLET,

URL: http://www.ftdichip.com/Drivers/D2XX.htm

2.2. MK71521 MIFR=77 - J7—LIxT7EEZAH
TRV A+XY . nRF Sniffer for Bluetooth LE @ ZIP 77 AV &2 Z v a—RL T, PC DAEEDT 4 )VE ~fREHRL £9°,

URL.: https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-LE/Download#infotabs
ZIP 774 /v nrf_sniffer_for_bluetooth_le_3.0.0_129d2b3.zip »Version 3.0.0 D&

WIZ, MK71521 PNJE? Flash ROM ~ F RO T 4 /LH D Hex 7 7 A NV aEXIAHLE T,

T LU =T DEZIALTTIEZ, TMKT15XL Y7 M =T B3¢ A% —R7 w7+ AR D 12.6. nRF Connect for Desktop
DAL ANV BEW34, ENAREHT 0T T LOEZIAS | 2SR TITZEW, SoftDevice DEZIALFNHITITHT
o TV —var Il I AOBOEZALFIBEZITET,

T IVH : " ¥<nRF Sniffer Folder Name>¥hex¥"
Hex 77/ :“sniffer_pcal0040 129d2b3.hex"

F ORI LUT-7 74 /L% Wireshark DA AR—/LRHZ AL £,

2.3. Wireshark €1>XF—JL

TROVARLED, Wireshark DA AR— /L7 7 A L Z T 0—RLT, EITLET,
FITLI AL AR—F—DFNEICLIE=RS T A AN— V%52 TS TSN,

URL: https://www.wireshark.org/

2.4. Python #yb7v
TROTFIEZEEL T, Python DBy w7 %{TWVET,
@ Python ¥ 7o 0—R&A L AR—/L

TEOH ALY, Python DAL A= LT 7 A NEX T m—RLUT, ETLET,

FITLIZA VA= —DFIEIZL =205 T, A AN—/LE5E T EHTEE N,

URL: https://www.python.org/downloads/
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@  BREAKGEN
TREOBIEFMAICLID, AT DERBEAEA~HT A2 BN ET,

BEFIE 1: Windows D=7 27 0 —Z0 FRBEIZED, avba— "X LEfEET,
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& F9uyn-F EE(G)
[~ EZUISr 25— MEYEHT3(P)
E Fraavk FLIW U EITEE
= FoFe 5490 TIEAIKY D
g 7 @ TortoiseSVN >
» v F9h7-5 ES4TOSYSTN...
2., Windows (C) F9 b= BS54 TOEIRTIC)... M
o E0ES oy NI-D ISFREEINT B =
&lR(D)
LHOZEM) s @ 999y
| TOATA(R) I

X 2-1 Python IREBEZEHGEM (1)

BEFIE 2: TROBIEICED, "V AT LD T a3T 4" 4 Ry BEET,

B ya55
A B aykO- R s YAFLEEFIVTS » YATL

e G Rk - 5-OEARBERORT
G FI AT Windows DI7473Y
O VE-tDSEE I Windaows 10 Pro

N 2099 , , .
G vATLORE @ 2019 Microsoft Corporation. All rights reserved.
YATLOEEETE

VATL

2-2 Python BBIEFEH:EM (2)
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BAETFIE 3. TROBIEICID "REAK VNV aEET,

YATLOFONTA
IWFa-5-% |\-FurF F85E vi7L0FE Uk

Administrator L LTOZAYLEWE S, TheDELALREETEE A,
KT4-%22
FEEHE. FobyiaiTria-)l. ATVER. BLUEEATY

EE(S).n
1-%-FO77( )
FAVVIEELET AT TEE

EE(E.
EEILEE
YATLEER. YATLES. B&UTIIER

=ED

HUYwh — | EEEgN.. |

oK Foutll EA(A)

2-3 Python BEZFH:EM (3)

BAETIE 4 FROBIEICLIY, "REEALEA OV NUZREET,

2.

ty Ty 7 FIAE

BEZH

a260664 D1-T-EBETH(U)

EH &

ARMLMD_LICENSE_FILE B224@YTCVLIC

ARMMOLICQUEUE 1

OneDrive C¥Users¥lapis-admin¥OneDrive

Path C¥lUsers¥a260664%AppData¥local¥Microseft¥WindowsApps;

TEMP C¥lUsers¥a2e0ea4¥AppData¥local¥Temp

T™MP C¥Users¥a260664¥AppData¥Local¥Temp

FAR(N)... "/E(D.. lE(D)

YATLEREH(S

EH {E "

LIB ;C¥PROGRA~2¥IBM¥SOLLIB¥LIB

MRFGOSTUDIOPATH C¥Program Files (x86)¥Nordic Semiconductor¥nRFge Studio

NUMBER_OF_PROCESSORS 4

C:¥Program Files ¥Common Files¥Oracle¥lava¥javapath;C¥app...
PERLSLIB h
/
® HYswhH (E*R) FR(W)... BEQD.. BlR(L)
@ v el
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BUEFINES: FROBEEICED, VAT LBREEEEA~F A& BN E T,
BN, o~ R ar RO BRI S EITRDET,

2.

Yy 7 v 7FIE

BERZUEDRE

C¥PROGRA~2¥IBM¥S0LLIB¥SAMPLES¥REPL

C:¥Program Files¥TortoiseSVN¥bin

C¥Program Files¥Keysight¥1O Libraries Suite¥bin
C:¥Program Files¥IVl Foundation¥VISA¥Wined¥ktvisa
C:¥Program Files¥IV] Foundation¥VISA¥YWine4¥bin
C:¥Program Files (x86)¥Keysight¥l0 Libraries Suite¥bin
C:¥Program Files (x86)¥W1 Foundation¥VISA¥WinNT¥ktvisa
C:¥Program Files (x86) ¥V Foundation¥VISA¥WinMT¥bin
C:¥Program Files (x86)¥IVl Foundation¥Vi¥bin
C:¥Program Files¥IVI Foundaticn¥VI¥kin

C:¥Program Files (x86)¥W1 Foundation¥VISA¥WinNT¥Bin¥
C:¥Program Files¥IV] Foundation¥VISA¥Wine4¥Bin¥
C:¥Program Files (x86)¥W Foundation¥VISA¥winnt¥agvisa
C¥Keil¥ARMY¥BIN

C:¥Program Files (x86)¥GnuWin22¥kin
C¥Keil_vs¥ARM¥ARMCC¥bin

C:¥Python27

C¥Python27¥Scripts

C:¥Program Files (x86)¥Nordic Semiconductor¥nrf-command-line-tools¥bin¥
C:¥lUsers¥User Folder Mame¥AppData¥local¥Programs¥Python¥Python38-32¥Scripts

D vy 7

FrR(N)

@ #HH/IREAN ® Hywy —|[_x ]

REE

ZE(B)...

AIEz(D)

LAl

TAD)

TEALDIRED.

aaach

L SA

2-5 Python BBIZFZERGEM (5)

: "C:¥Users¥<User Folder Name>¥AppData¥L ocal¥Programs¥Python¥Python38-32¥Scripts” (£5)

¥Python /3 —a 280 | Bl SAIZ B2 £97, Python DA AR—/L4#41Z,
"pip3.eXe" DIEMNS AL CND T AN H R 2% | LFELD S AESEIZ,

B L TTEauY,

® JUTI-TATFVIEM

aw R7ar T b FTROa<w Re ALT, U7 A -FA47F70&BMLET,
g U REITERT, BHEWD PC 12, A2 X — Ry b~D BB B S L B 720 F 1,

C:¥>pip install pyserial
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2.5. Wireshark #yr7v7
PATFOFNEA EHEL T, Wireshark DBy 7y 7 %24T0VET,
@O Wireshark 7*Z7 A2« A2 Ah—)L

av R ar T~ TROa<RaE AFL T, Wireshark (2757 A A A= LET,
I URELTRRT, BFEVD PCIZ, A ¥—Ry bADEERBRE DS LB/ ET,

C:¥>cd <nRF Sniffer Folder Name>¥extcap

C:¥Work¥nRF Sniffer¥extcap>pip3d install -r requirements. txt

2-7 Wireshark 1~ XAk—JL

@ Wireshark &
TEOEMEFINEIC LY, Wireshark ZHEEIL T, R EEXITWVET,
BREFNE 1: Windows A==— — "Wireshark"% 22

HEFIE 2: Wireshark A== —D"~ /L 7" — "Wireshark |2 OWT"&2 270w 7 LT, FRIOEEEZITVET,

M WiresharkiZ2 T X

Wireshark  PEE | J2)l% | 384 Fol-Ba-bhvk BER S{EUA
[RaT7h @© 297
e

Location Typical Files

C¥Users¥hiro¥Documents¥ capture files

C¥Users¥hiro¥AppData¥l ocal¥Temp untitled capture files
Personal configuration C¥Users¥hiro¥AppData¥Roaming¥Wireshark dfilters, preferences, ethers, ...
Global configuration  C¥Program Files¥Wireshark dfilters, preferences, manuf, ...
System C:¥Program Files¥Wireshark ethers, ipxnets
Program C:¥Program Files¥Wireshark program files
Personal Plugins C¥Users¥hiro¥AppData¥Roaming¥Wireshark¥plugins¥3.2 binary plugins
Global Plugins C:¥Program Files¥Wireshark¥plugins¥3.2 binary plugins
Personal Lua Plugins  C¥Users¥hirc¥AppData¥Roaming¥Wireshark¥plugins lua scripts

lua scripts
Extcap Plugins search path

Glebal Lua Plugins C:¥Program Files¥Wireshark¥plugine
Personal Extcap path Ellserckhing Data¥Boaming¥ireshark¥extca

Glebal Extcap path Extcap Plugins search path
MaxMind DB path C:¥ProgramData¥GeolP MaxMind DB database search path

MaxMind DB path C¥GeolP = e MaxMind DB database search path
MIB/PIB path @ 9 711/7 J J7 SMI MIB/PIB search path

® 9Jvy

2-8 Wireshark &5 (Extcap Z#IWEA—T)
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BRETFIE 3: BETFIE 2 TRWT 40 E ~, FRRDOTANENDOT 7 A )V aat —(LFEZ)LET,

i —JL: " ¥<nRF Sniffer Folder Name>¥extcap"HN D~ 71 /L
av—de BAEFIE 2 THWZZ7 414

BAETFIR 4: 2= 7 a7 R BT BIEFIA 2 THRWEZ 4 ~BEIL T, FTieoa~r FeFTLET,

C:¥>cd <BEFIE 2 THRWE=74+NLFD/IRD

C:¥Program Files¥Wireshark¥extcap>nrf_sniffer_ble. bat —extcap-interfaces

2-9 Wireshark 8% (/\yFET)

BE{EFIE 5: Wireshark A== —®D"~ /L 7" — "Wireshark |22\ T"& 27027 LT, FTRIOEEEITWET,

M Wiresharkiz2lh T X
Wireshark R |22 | FIHL Ffi-Fha-bb BRSO S48
B Q2997
E2En) Location Typical Files
¥lsers¥hiro¥Documents¥ capture files
. i untitled capture files
Personal configuratio C:¥Users¥hirc¥AppData¥Roaming¥Wireshark dfilters, preferences, ethers, ...
Glebal configuration  C:¥Program Files¥Wireshark dfilters, preferences, manuf, ...
System C:¥Program Files¥Wireshark ’j‘ Lo ethers, ipxnets
Program C:¥Program Files¥Wireshark ® 9 ) 7 J Ja program files
Personal Plugins C¥lsers¥hirc¥AppData¥Roaming¥Wireshark¥plugins¥3.2 binary plugins
Glabal Plugins C¥Program Files¥Wireshark¥plugins¥3.2 binary plugins
Personal Lua Plugins  C:¥Users¥hirc¥AppData¥Roaming¥Wireshark¥plugins lua scripts
Glebal Lua Plugins C:¥Program Files¥Wireshark¥plugins lua scripts
Personal Extcap path  C¥Users¥hiro¥AppData¥Roaming¥Wireshark¥extcap Extcap Plugins search path
Global Extcap path C¥Program Files¥Wireshark¥extcap Extcap Plugins search path
MaxMind DB path C:¥ProgramData¥GeolP MaxMind DB database search path
MaxMind DB path C¥GeolP MaxMind DB database search path
MIB/PIB path SMI MIB/PIE search path
® v)vy

2-10 Wireshark 8% (Configration Z# WA A —T>)

BREFIE 6: FAEFIE 5 TBIW=7 4% D" profiles"d i~ FEED7 412 Zat —LEd,

2" —Je: " ¥<nRF Sniffer Folder Name>¥ Profile_nRF_Sniffer_Bluetooth LE"
abt—e BETFIA 5 TRV V=7 414 D" profiles" 7 4 /L4 N
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2.

Yy 7 v 7FIE

FRVETFIE 7: Wireshark A==—D"fFE" — "Configuration Profiles..."2 27V~ 27 LT, FROEBIEZITVET,

FIXK715x1_AN_Sniffer-02

M Wireshark. SETO771 )L X
|Search for profile = | All profiles £
Profile k|
Default 72
Bluetooth Personal
Profile_nRF_Sniffer Bluetooth LE Personal
BluStoon Global
Classic Global
No Rezssembly D 2Uvy Global
@ 7 vy
+| |- b C.WSQ’AEESOEWADDDEGWGEHIFH # Wi - -fes¥Pnaftle mTE Sniffer Blustooth LF

(At v o] e

Help

2-11 Wireshark 8% (FOZ7AILERTE)
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3. BIERE

3. BIEAE

LLFIZ. nRF Sniffer for Bluetooth LE {2k, Bluetooth low energy 7 /XA ADMERE(E /37 b v 7 F v+ BB Ok
VEREERALET,

@O  MK71521 FFAise M PC ~ i
nRF Sniffer for Bluetooth LE FIZ#E( L 7= MK71521 §Fffis~ 4 PC IZHfe L £,
@ Wireshark &)
TREOEAMEIZEY, Wireshark Z @il £,
#fE: Windows A==— — "Wireshark"4 21> 7
@ PRI =TT RER
Wireshark O2EI# (2, FTROEIEGRO)ICED, Ty hT =7 FARAREFRLF T, "COM" R —rE 51, BHEHD
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2099 Master_Bxaf9abda3l LE 1M LE LL  Control Opcode: LL_FEATURE_REQ
11436 77.441 Slave_Bxaf9abda3 LE 1M LE LL Empty PDU
11437 77.488 Master_Bxaf9abda3 LE 1M LE LL Empty PDU
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2547.. 1638.1.. ef:dd:1e:88:8e:85 LE 1M LE LL 25 349
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